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ABSTRACT 



The invention relates to a method in data transmission 
between a first mobile station (MS, MSI, MS2), a second 
mobile station (MS, MSI, MS2), and advantageously also a 
server (3, SERVER), wherein the first mobile station (MS, 
MSI, MS2) and the second mobile station (MS, MSI, MS2) 
comprise protocol means (100-106) for generating and 
directing a request (REQUEST) which contains at least 
address information (URI, URL, URN) for identifying the 
destination of the request (REQUEST), and wherein at least 
the first mobile station (MS, MSI, MS2) comprises a first 
local resource (SC, 4), such as a smart card, connected to the 
same. In the information, the address information (URI, 
URL, URN) of the request (REQUEST) is established to 
identify said first local resource (SC, 4), and the request 
(REQUEST) is generated and directed at least partly with 
the help of said protocol means (100-106). 

17 Claims, 7 Drawing Sheets 
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METHOD FOR UTIUZING LOCAL 
RESOURCES IN A COMMUNICATION 
SYSTEM 

The present invention relates to a method in a coaamu- 5 
nication system according to the preamble of claim 1. The 
invention also relates to a communication system according 
to the preamble of claim 11. Furthermore, the invention 
relates to a wireless communication device according to the 
preamble of claim 12. lO 

There are known wireless communication systems, such 
as the PLMN (Public Land Mobile Network), which is a 
communication network based on a cellular system. One 
example that can be mentioned is the GSM 900 mobile 
communication network according to the GSM standard is 
(Global System for Mobile Communications). The cells of 
the communication network are distributed within a wide 
geographical area, and mobile stations (MS), such as mobile 
phones, vAach are connected to the communication network 
via base stations BS, move from one cell to another. These 20 
mobile phones are distinguished from each other by means 
of a subscriber-specific identification code, wherein 
communication, such as data transmission or an audio call, 
is possible between two mobile stations. The identification 
code is, for instance, an IMS! code (International Mobile 25 
Subscriber Identity). The communication network takes care 
of routing information via base stations and mobile services 
switching centers (MSG), by utilizing register data which 
indicate the location of the mobile station in the area of the 
cells of different base stations. Furthermore, the following 30 
wireless communication networks should be mentioned: 
GSM-1800, GSM-1900, PDC, CDMA, US-TDMA, IS-95, 
USDC (IS-136), iDEN (ESMR), DataTAC, and Mobitex. 

In order to perform data transmission and processes 
connected with data transmission in communication devices, 35 
such as servers and wireless communication devices, which 
are connected to a communication network, a set of com- 
munication rules must be available for defining the allowed 
messages and the function of the participants of the data 
transmission at the different stages of the communication. As 40 
is well known, one such set of commimication rules in data 
transmission is a protocol used by the devices to commu- 
nicate with each other. For data transmission especially in 
wireless communication networks, a wireless application 
protocol WAP is developed, which will be iised as an 45 
example in the following specification. One version of the 
WAP application protocol is specified in the WAP Architec- 
ture Version Apr. 30, 1998 publication (Wireless Application 
Protocol Architecture Specification; Wireless AppUcatioo 
Protocol Forum Ltd, 1998), which is published in the 50 
Internet, and which includes for example a description on 
the architecture of the WAP application protocol. By means 
of the WAP application protocol, it is possible to define a 
series of protocols on different levels, which can be used to 
develop new services and devices e.g. for digital mobile 55 
communication networks based on a cellular network. For 
example, the WAP application protocol has already been 
developed for SMS services (Short Messaging Service), 
USSD services (Unstructured Supplementary Services 
Data), CSD services (Circuit Switched Data), and GPRS 60 
services (Global Packet Radio System) of the GSM network, 
and for the services of the IS-136 and PDC network. 

The WAP application protocol is designed to describe 
those standard components that enable data transmission 
especially between mobile stations (client) and servers of the 65 
communication network (origin server). In order to gain 
access to servers located in the WWW network, the WAP 
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uses a gateway which also functions as a proxy containing 
functions for data transmission between a WAP protocol 
stack and a WWW protocol stack (HTTP, TCP/IP), as well 
as functions for coding and decoding the content (WML, 
Wireless Markup Language, or HTML) of the information 
for data transmission. In the WAP, ^ecified presentation 
formats are used to define the content of the information and 
the applications. The content is transferred using standard- 
ized data transmission protocols. A so-called browser or a 
microbrowser is used in the wireless communication device 
to control a user interface (UI), 

The application layer in the architecture of the afore- 
mentioned WAP application protocol applies a defined archi- 
tecture of a wireless appUcation environment WAE. The 
purpose of the WAE application environment is to provide 
operators and service providers with an open environment, 
by means of which it is possible to create a large group of 
services and applications on lop of different wireless com- 
munication methods functioning as a platform. The different 
WAE applications of communication devices follow a pro- 
cedure used in the Internet WorM Wide Web (WWW) 
network, in which different applications and information are 
presented by means of standardized presentation formats 
and browsed for example with knov^Ti WWW browsers. 
Consequently, in order to use different resources of com- 
munication devices, the servers and the information of the 
Internet network are labelled with a URI address (Uniform 
Resource Identifier) which is independent of the location, 
and the presentation format of the information is supported 
by the browser used, and is, for example, HyperText Markup 
Language (HTML) or JavaScript. On the other hand, the 
WAE application environment especially takes into accoimt 
the requirements of the wireless communication devices and 
wireless communication networks. At present, according to 
prior art, the WAE applications (user agents), such as 
browsers, only support the WSP/B protocol. For example 
browsers communicate with a gateway server via a WSP 
layer (Wireless Session Protocol) of the WAP protocol stack, 
which will be described later. The gateway, in turn, provides 
functions for converting the data transmission protocol so 
that access to the resources of a WWW server using the 
HTTP protocol would be possible. According to prior art, the 
WAP protocol stack is described in more detail in the 
aforementioned publication, and the WAE application envi- 
ronment is described in more detail e.g. in the WAP WAE 
Version Apr. 30, 1998 publication, published in the Internet 
(Wireless Application Protocol Wireless Application Envi- 
ronment Overview; Wireless Application Protocol Forum 
Ud, 1998). 

The URI addresses are used to locate resources by 
providing the location of the resource with an abstract 
identification. When the resourse is located, the system can 
subject the resource to different procedures which depend on 
the application and on the purpose of pursuing access to the 
resource. As is well known, several different data transmis- 
sion protocols are used in this context, of which for example 
the HTTP (HyperText Transport Protocol), FTP (File Trans- 
fer Protocol), MAILTO (Electronic Mail Address), and 
GOPHER (The Gopher Protocol) can be mentioned. 

As is well known, the URL address used by the HTTP is 
utilized to indicate resources, which are available in the 
Internet network, for example in its servers, by using an 
HTTP data transmission protocol, and it has the format: 

hltp://<host>:<port>/<path>, 
in which the data transmission protocol vscd can be deduced 
from the "http" part, "<host>" represents the domain name 
or the IP address (Internet Protocol) of the server in the 
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communication networic, "<porl>" represents the number of 
the port, and it can also be left out, because data transmission 
protocols use a default port. Furthermore, "<path>" 
describes the resource in question in more detail and func- 
tions as a selector in the HTTP. The prefix "/r illustrates that 5 
the address follows the data transmission protocols used in 
the Internet network. A more precise indication of the 
resources by means of the "<path>" part varies in different 
data transmission protocols, and in addition to that, it is 
possible to provide a "<user>" part between the "//** and lo 
"<host>" parts to indicate the user, as in the FTP, and a 
"<password>" part to indicate a password. The resource can 
also be identified by means of a URN name (Uniform 
Resource Naming), wherein it is possible to use only a name 
instead of a URL address, and the URN name is modified to is 
a URL address when necessary. The URI address and the 
protocol (access algorithm) to be used, form a URL address 
(Uniform Resoiu-ce Locator) to identify the resource. 

As is well known, resources refer lo a area (such as a 
directory or a file), a program (such as an application), or a 20 
peripheral device (such as a printer) allocated in the server 
of the data transmission network for collective use. In the 
prior art, however, problems often occur which relate espe- 
cially to the use of these local resources. These local 
resources can include for example content and files, as well 25 
as applications contained in the same communication 
device, and peripheral and auxiliary devices connected to the 
same. Local resources can also be located in a peripherals } 
device, such as a SIM card (Subscriber Identity Module) or \ 
a smart card, connected to a wireless terminal, such as a 
mobile phone. At present, for example the WAP application 
protocol contains no specification for methods for utilizing 
these local resources coupled to a wireless communication 
device. 

Id connection with WWW communication networks, 
there are such known agents as for example the WWW 
browsers Netscape Navigator and Microsoft Internet 
Explorer. A function known from the Navigator browser is 
the viewing of local files which are stored in the local hard 
disc of a data transmission device, typically a computer. The 
browser opens a file stored on the hard disc, reads its content 
and presents it in an intelligible format to the user. This 
browsing of files is implemented as an extension to the 
browser. Consequently, all necessary command primitives 
and references to the services (i.e. system functions) pro- 
vided by the operating system software controlling the 
actual operation of the device, are built in the program code 
of the browser in order to implement the browsing of files. 
This can be implemented for example by means of a 
so-called standardized API interface, i.e. an apphcation 
programming interface. 

In the WAE application environment, the above-described 
facts would entail for example that an API interface was 
arranged for each WAE application of a wireless commu- 
nication device for coupling to a smart card. 
Correspondingly, the interface of the smart card would be 
responsible for transmitting low-level commands (command 
APDU) to the smart card. The responses given by the card 
are then transmitted back to the apphcation via interfaces. 
Known methods to attend to the coupling are the Open Card 
Framwork specification and the PC/SC specification. 
However, the specifications differ from each other, and thus 
each WAE application should take the differences and vari- 
ous API interfaces into account. 

Another possibifity is to arrange the WAE application in 
such a way that it would be in direct communication with a 
resource, such as a smart card, which is physically coupled 
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to the mobile station. This would mean that the WAE 
apphcation would be responsible for transmitting command 
primitives (command APDU), the functions being pro- 
grammed in the WAE application. This would create a 
significant problem, becatisc it would be necessary to pro- 
vide each WAE apphcation with the necessary command 
primitives for each different local resource. This would also 
have the result that for new resom-ces, the WAE applications 
would have to be supplemented with the necessary com- 
mand primitives so that these resources could be imple- 
mented. That would create a significant need to update the 
WAE applications, a limited possibiUiy to use the new 
resources, and a barrier lo the implementation and develop- 
ment of new resources- 

The piupose of the present invention is to provide a 
method that enables applications utilizing the used apphca- 
tion protocol lo gain eflSciently access to local resources in 
a straightforward and efiSdent manner. A particular purpose 
of the invention is to introduce a new method lo enable 
apphcalions applying the WAP application protocol to gain 
access to local resources, which include for example a SIM 
card of a mobile station, or an attachable smart card. 

The central principle of the invention is to utilize the 
protocol stack used in order to utilize local resources. 
Another central principle of the invention is to apply an 
indication corresponding e.g. to the URL address when 
referring to local resources. 

The method in the communication system according to 
the invention is characterized in what will be presented in 
30 the characterizing part of the appended claim 1. The com- 
munication system according lo the invention is character- 
ized in what will be presented in the characterizing part of 
the appended claim 11. The wireless communication device 
according to the invention is characterized in what will be 
35 presented in the characterizing part of the appended claim 
12. 

A considerable advantage of the invention is, that it is 
possible to avoid including a standardized API interface or 
necessary command primitives in the apphcation, and 
40 nevertheless, local resources can be utilized flexibly. Thxis, 
for example the complexity of WAP apphcalions is reduced 
considerably, and the implementation of applications in the 
mobile station is facilitated as well. The changes required to 
implement the invention in WAE applications are small, 
45 because the mechanisms already available in the WAE 
application (GET and POST methods, etc) are utiUzcd. In 
the mobile station, the dianges required by the invention can 
be advantageously implemented with changes in the apph- 
cation software which controls the functions of the mobile 
50 station. 

The principle of the WAP apphcation protocol is that a 
mobile station functioning as a client contacts a server which 
is located in the communication network. The advantage of 
the invention is that this principle can still be apphed, 
55 wherein to gain access lo the local resources, the apphcation 
makes a request to the lower protocol layer and also receives 
a response which the server, in this case a local resource, has 
generated and transmitted to the client. A further advantage 
of the invention is that the principle can also easily be 
60 expanded for example in such a way that the local resource 
can receive requests from another mobile station or server 
too, not only from the one containing the smart card. In that 
case, the interface of the smart card functions like a server. 
The local resource can also transmit requests to other 
65 mobile stations and servers, and, furthermore, also to the 
mobile station to which it is attached. The advantage therein 
is that the smart card, such as a SIM card, can transmit a 
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\ request to the server, for example to update applications inveation. Communication devices, i.e. wireless communi- 

functioning in a SIM card from the server of the operator cation devices MSI and MS2, advantageously mobile sta- 

\ (download). tions (MS) function as chents 1 and are connected to a 

The principle of the invention can also be implemented in gateway 2, which is advantageously a server and which 

a situation where the smart card is communicating with 5 adapts the dififercnt data transmission protocols used to each 

another smart card. An example that can be mentioned is the ^^^^ ^Uents 1 utflizc advantageously a public land 

transfer and relay of payments from one smart card to mobile network (PLMN). such as the GSM network and the 

another Thus, one of the smart cards can be connected to a QpRg ^.^^y,^,^^ o^der to implement wireless data 

server functionmg m the network, and a protocol sUck transmission. The base station subsystem (BSS) of the 

accordmg to the myenuon IS imp em^^ m the server. By ^^^^^ communication network (PLMN) is known as such 

means of the "<host> part of the URL adc^ it is possibk comprises base transceiver staiioiK (BTS) and base 

to indicate said server. The user attaches the smart card mto ^ /Dcr-T^v u • * k>f cl kac^ 

themobilestation,afterwhichanappUcationisactivatedfor controUers (BSC). THe mobile sUUon MSI, MS2 

setting up a connection to the server, the application being communicates with a base transceiver station via a radio 

loaded from the server and implemented for example by transceiver staUon communicates 

means of a WMLScript command language. further with a base station controller. The base station 

IAparticularadvantageof the invention e.g. in connection controller, in turn, communicates with a mobile services 

with the WAP application protocol is that it is possible to switching center (MSC). Mobile services switching centers 

efficiently utilize functions connected with the HTTP data can, in turn, communicate v^th each other and with servers 

transmission protocol of the WSP/B protocol already known in a public switched telephone network (PSTN). The base 

as such. These include, for example, GET, PUT, and POST 20 station controller can also communicate with a public packet 

requests. Consequently, the header fields of the HTTP pro- data network (PDN). The aforementioned origin or content 

locol can also be utilized in the data transmission, as well as server 3 can be located either in the PSTN network or in the 

the headers of the HTTP protocol for authentication. PDN network, wherein the gateway server 2 uses these 

Correspondingly, it is possible to utilize efficiently the networks in data transmission. The server 2 can communi- 

methods of the WWW communication network for autho- 25 cate either with the base station subsystem or with the 

rization or data transmission. mobile services switching center in the PLMN network. 

A further advantage of the invention is that it can be used Thus, the server 2 can be located either in the PLMN 

to conceal the structure and implementation of the local networkitself or in the PSTN network, and it is obvious that 

resource from the user of said resource. When several the content server 3 and the gateway server 2 can be 

implementations of the local resource, for example a 30 physically located in the same communication device, 

memory module, a smart card or both of them, are coupled Furthermore, it is obvious that to implement the gateway 2, 

to the mobile phone, their lower level interfaces typically are several separate servers can be used, 

very different. By means of the invention it is possible to use The invention can also be applied in a communication 

them in the same way, because both resources appear to the system in which the communication between different data 

user as servers with which communication is effected by 35 transmission devices, such as servers 2 and clients 1, takes 

means of the WSP/B protocol and via the interface (Local place by means of short distance IR data transmission 

Resource Interface). Tlius, the user does not have to under- (infrared), LPRF data transmission (Low Power Radio 

stand the real structure of the resource, and the low level Frequency), SDRF data transmission (Short Distance Radio 

interface through which the communication takes place. Frequency), or inductive data transmission, wherein data 

In the following, the present invention will be described 40 transmission distances in the range of a single communica- 

in more detail with reference to the appended figures, in tion network are typically shorter than in the mobile com- 

which munication network. 

FIG. 1 is a reduced diagram showing a communication Smart cards are typically small cards manufactured in the 

system applying the invention, size of a credit card, which, laminated in plastic, contains a 

FIG. 2a shows a protocol stack of an apphcation protocol 45 micro controller as well as electronic circuits and memory 

applying the invention, circuits required for the function of the micro controller. 

FIG. 26 is a reduced diagram showing the application and Furthermore, the surface of the card typically contains 
logical structure of a protocol stack in the application electrical contacts, via which it is possible to transmit 
protocol presented in FIG. 2a in implementing the client/ operating voUages to the card and to transfer control and 
server hierarchy, 50 data signals between the card and a reading/writing device 
FIG. 3 is a reduced diagram showing the application and for the card. There are also known methods in which signals 
logical stmcture of the client/server hierarchy presented in and operating voltages of the card are transmitted wirelessly, 
FIG. 2b in the same wireless communication device, for example as high frequency electromagnetic signals, 
FIG. 4 is a diagram showing an implementation according between the card and the reading/writing device for the card, 
to a first preferred embodiment of the invention, 55 Smart cards are used for example as charge cards in various 
FIG. 5 is a diagram showing an implementation according applications, for example in public telephones, as change 
to a second preferred embodiment of the invention, and cards, as a means of payment in public transport, etc. Asmart 
FIG. 6 is a sequential diagram showing how a request and card used in mobile phones is a so-called SIM card, which 
a response are generated and directed according to the in modern mobile phones is typically a small-sized mini- 
invention in the embodiment according to FIG. 5, 60 card inserted in the telephone. The function of the card is, for 
FIGS. 7a-7b illustrate alternative implementations for instance, to store subscriber data and identifications (PIN, 
utilizing a local resource in connection of the protocol stack Personal Identification Number), and thus the card deter- 
presented in FIG. 2^i, and mines the subscriber number of the telephone. The SIM card 
FIG. 8 is a diagram showing an implementation according can also contain a stored list of telephone numbers or a 
to a third preferred embodiment of the invention. 65 group of short messages, as well as various data and set 
FIG. 1 is a reduced diagram showing a communication values related to the communication network used. This data 
system known as such in which it is possible to apply the is utilized increasingly by different applications at the same 
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lime when the quantity of data to be stored in the smart card 
is increased and diversified. 

In the following specification, the smart card is used as an 
example of a tocal resource in connection with which it is 
possible to apply the invention. It is» of course, obvious that 5 
within the scope of the claims, the invention can also be 
applied to utilize another local resource, in order to avoid the 
above described problems and to gain advantages. 

FIG. 1 also presents a smart card SC, known as such, 
which is a mini-card, i.e. a SIM card to be inserted in a 10 
mobile station. The smart card SC comprises means known 
as such which communicate with each other and which are 
intended to control the functions of the smart card SC and to 
implement data transmission (not shown in the figure). 
These means comprise, for example, a control unit (CPU) 15 
for controlling the fiinction of the smart card on the basis of 
a program code stored in a program memory (ROM), and in 
a data memory (EEPRONQ it is possible to store various 
user-specific data. During the function of the smart card SC, 
the random access memory (RAM) can be used as a tem- 20 
porary storage location for data. A bus adapter (DATA-I/0) 
on the smart card SC adapts the communication device 
functioning as a device for reading the smart card SC, for 
example a mobile station MSI, MS2, to connection lines, 
and to a control and data line. Physically, the smart card SC 25 
is coupled to the contacts available in the mobile station 
typically via its electrical contacts 4. The features and the 
purpose of the smart card SC can be set by storing an 
application software corresponding to the purpose of use, in 
the program memory of the card SC advantageously at the 30 
manufacturing stage of the card. However, new technologies 
that make it possible to download applications to the smart 
card are being developed. Also, the protocols related to the 
interface of the smart card SC in connection with data 
transmission are taken care of by the application software 35 
used. 

Further referring to FIG. 1, the mobile station MSI and 
MS2, for example a mobile phone, also comprises (not 
shown in the figure) means, known as such, for establishing 
a data transmission connection to the mobile communication 40 
network, means for reading the data of the smart card SC, 
such as a SIM card, and for storing the data on the SIM card, 
a control unit (CU) for controlling the different functions of 
the mobile station, which control unit advantageously com- 
prises a micro controller unit (MCU) and a control logic 45 
circuit, such as an ASIC circuit (Application Specific Inte- 
grated Circuit). The ftxnctions include for example oontrol- 
Hng the display and reading the keypad. The control unit also 
contains a memory attached to it, such as a read-only 
memory (ROM) and a random access memory (RAM). The so 
function of the mobile station is controlled by means of an 
application software, which is responsible e.g. for imple- 
menting the protocols used in data transmission. The func- 
tion of the mobile station is prior art known by anyone 
skilled in the art, and thus it is not necessary to describe it 55 
in more detail in this context. Known devices include the 
Nokia 8110, 6110 and 3110 mobile phones. As is well 
known, there are also devices available which contain two 
different user interfaces, for example the user interfaces of a 
mobile phone and a PDA device (Personal Digital 60 
Assistant). One such known device is the Nokia 9000 
Communicator. 

The aforementioned WAP application protocol is used in 
the following specification as an example of data transmis- 
sion protocols to clarify the method according to the inven- 6S 
tion which is the object of this specification. In the following 
specification, said WAP clients and WAP servers refer 



advantageously to the cfients and servers applying the WAP 
application protocol in the communication network. It is, of 
course, obvious that within the scope of the claims, it is also 
possible to apply the invention in connection with another 
application protocol, wherein the WAP indication mentioned 
in this specification will be used to refer to the use of this 
application protocol. 

With reference to FIG. 2a, the protocol stack 100 (WAP 
Protocol Stack) in an OSI layer model of an advantageous 
WAP compatible system contains the following layers listed 
downwards from the lop layer: 

an application layer 101 for the wireless application 
environment WAE, which also comprises functions for 
a browser, which functions comprise a wireless mark- 
up language (WML), a WMLScript command 
language, and WTA services and WTA interfaces for 
telephone functions and programming interfaces, as 
well as content formats necessary for presenting 
information, 

a wireless session protocol (WSP) of a session layer 102, 
a wireless transaction protocol (WTP) of a transaction 
layer 103, 

a wireless transport layer security protocol (WTLS) of a 
security layer 104, intended to be used in connection 
with a WAP transport protocol, 

a transport layer 105 for data packets of a wireless 
datagram protocol (WDP), which data packets also 
contain address information of the destination and other 
necessary information in addition to the actual data, 

different bearer services 106, which include for example 
transmission of short messages, circuit-switched data 
transmission and packet-switched data transmission. 

To describe the different functions, the layer model advan- 
tageously refers to an ISO/OSI layer model known as such. 
The upper layers (WAE, WSP, WTP, WTLS) of the WAP 
architecture are independent of the data transmission net- 
work used, but the WDP layer 105 has to be applied 
according to the data transmission method used at a time, for 
example on the basis of the GSM network or special 
requirements. The WAP protocol stack also allows other 
services and applications 107 to utilize the WAP stack by 
means of ^ecified interfaces. 

FIGS, la and lb illustrate the above -described alternative 
methods for utilizing a local resource. However, these 
methods entail problems which the invention aims to elimi- 
nate. FIG. 7a presents the use of a fixed API interface 70 to 
utilize a smart card SC, for example to read the content of 
a file contained in the smart card. In this context, an 
advantageously standardized interface 72 of the smart card 
SC is utilized. FIG. lb presents another alternative, in which 
the necessary functions 71, advantageously references to the 
system functions of the smart card SC, are included in a 
WAE application 101 to utilize the smart card SC directly by 
means of the application 101. By means of the invention, 
however, the aim is to utUize the fiinctions and definitions of 
the protocol stack 100 presented in EIG. 2a. 

The purpose of the data transmission network and system 
is to provide the clients and servers located in the network 
with a communication channel, wherein the protocol stack 
100 is utilized at the same time according to FIG. 2b in a 
way known as such. FIG. 2b presents the described logical 
structure of the client/server hierarchy, which comprises a 
client 1 located in a mobile station MS and a server 3 located 
in a communication network. WAE applications 101 (i.e. 
clients 1) make a request to the WSP layer 102 by means of 
available command primitives. The layer 102 in question 
transmits the request further to the server 3. 
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FIG. 3 presents the application of the invention, wherein 
the server 3 (i.e. the interface 4 of the smart card) is located 
in the same device MS with the client. Logically, the server 
3 seems to be located in the communication network, 
wherein the request made by the client 1 is conducted 
according to the invention as if the server in question was a 
conventional server. According to the invention, the protocol 
layers are responsible for transmitting the request to the 
smart card SC interface 4. WAE applications 101 use the 
service primitives provided by the WSP layer 102 to trans- 
mit requests to the server 3. The server 3 processes the 
request and transmits a response to the client 1 (i.e. to the 
application 101). The primitive types of these service primi- 
tives can be divided for example into following types known 
as such: 

the request conducted by an upper layer to obtain services 
from a lower layer, 

the indication by means of which the layer providing 
services notifies an upper layer e.g. of a request made 
by a client or an activity initiated by the protocol, 

the response, by means of which an upper layer notifies a 
lower level that it has received an indication, 

the confirmation, by means of which the layer providing 
services confirms the maker of the request that the 
function is completed successfully. 

The primitive types describe logical data transmission 
between adjacent layers in an abstract manner, and, unlike 
the API interface, they are not used to describe the actual 
implementation in detail. 

According to FIG. 3, the use of two protocol stacks 100 
in the same device MS is not necessary when implementing 
the invention, but it is possible to use one protocol stack 100 
according to FIG. 4. According to the first preferred embodi- 
ment of the invention, it is possible to notice in the WSP 
layer 102 that the URL address, i.e. the network address, 
used by the application 101, advantageously a browser, 
refers to the smart card SC, wherein requests can be 
addressed directly to the smart card interface 4. With refer- 
ence to FIG. 5, according to the second preferred embodi- 
ment of the invention, the interface 4 of the smart card can 
be logically located above the WDP layer 105, wherein the 
port numbers included in the request can be used to separate 
the smart card SC and the applications 101 of the commu- 
nication device from each other. Thus, a separate port 
number i.e. a port is allocated for the interface 4 of the smart 
card. 

The interface 4 of the smart card can also be logically 
located above the WTLS layer 104, wherein it is possible to 
utilize the functions of the security layer 104 in request 
transmission. Correspondingly, the interface 4 of the smart 
card can also be located above the WTP layer 103, especially 
in the case of connection-oriented data transmission. In both 
aforementioned cases, a separate port number is allocated 
for the interface 4 of the smart card. 

Further referring to FIG. 5, according to a preferred 
embodiment of the invention, the WAE application 101 
transmits a request to a local resource, advantageously to the 
smart card SC, by using the service primitives of the WSP 
layer 102. Correspondingly, the interface 4 of the smart card 
conducts the request to the smart card SC. The smart card SC 
gives a response to the interface 4 of the smart card, which 
generates a necessary response and transmits it to the WAE 
application 101. In more detail, the smart card SC is defined 
as a new server 3, which responds to requests related to the 
smart card SC. Thus, with respect to the WAE application 
101, the smart card SC is like any server 3 located in the 
commimication network, wherein logical transaction corre- 
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sponds to the normal transaction of the protocol stack 100 
according to FIG. 3. Requests are not, however, always 
directed to the communication network, but lower layers 
direct the requests to the interface 4 of the smart card, which 

5 can be located physically in the same device (MS) with the 
WAE application. 

The WSP layer provides means for exchanging the infor- 
mation content between the applications of the client 1 and 
of the server 3. The services and protocols defined (WSP/B, 
Wireless Session Protocol/Browsing) are adapted especially 
for browser type applications. The WSP/B contains proto- 
cols both for a transport service of packets (datagram) in 
connectionless data transmission and for a transaction ser- 
vice of the session service in coimection-oriented data 
transmission. The WSP/B foUows closely the definitions of 

^5 the HTTP data transmission protocol and supports applica- 
tions which are HTTP/1. 1 compatible. For example, meth- 
ods such as GET, PUT and POST used by the HTTP can be 
used to retrieve (GET) or to trans mit (PU T, POST) infor- 
mation. The header fields of the HTTP protocol can be 

20 utilized for giving infonmation related to the content type of 
the message. It is also possible to use the header of the HTTP 
protocol for authentication. Correspondingly, the methods of 
the WWW communication network for authorization and 
data transmission can be utilized efiSciently. 

25 The invention is implemented in the WSP layer in such a 
way that the data transmission protocol used is deduced 
firom the URL address, for example in this context "sc://*', 
referring to the smart card, and the server used, described by 
the "<host>" part of the URL address. The requests whose 

30 address information begins with a reference "sc:///", arc, 
according to the invention, directed to the interface of the 
smart card. According to the first preferred embodiment of 
the invention, and with reference to FIG. 4, this is effected 
via the WSP layer 102, and according to the second pre- 

35 ferred embodiment of the invention and with reference to 
FIG. 5, this is effected via the WDP layer 105. 

According to a preferred embodiment of the invention, 
the URL address to be used is formulated in the following 
way when the local resource is a smart card: 

40 sc://<host>:<port>/<url-path>, 

in which the "sc://" part refers to the smart card and the 
"<host>" part to the device to which the smart card is 
connected. When the "<host>" part is omitted, it can be 
assumed that the address refers to a smart card connected 

45 physically to the same mobile station. The "<port>" part can 
also be omitted, if a default port is used. Since a mobile 
station can simultaneously contain various smart cards, 
which, in turn, contain several different files which one 
wishes to browse or retrieve information from, these are 

50 separated from each other by means of the "<url-path>** part, 
for example in the following way: 
sc:///sim/_7F2A/_6F05 . 

In the following, an implementation of the invention 
according to FIG. 5 will be described, in which the smart 

55 card interface 4 is located above the WDP layer 105. The 
WDP layer 105 is located above bearer services 106 which 
arc supported by different communication networks (GSM, 
GSM GPRS, etc). In this context, for example the commu- 
nication system according to FIG. 1 will be utilized in a way 

60 known as such. The WDP layer 105 provides services for 
upper layers 101-104, which can thus be in transparent 
communication via the available bearer services 106. By 
means of the used port ntunber, an upper layer entity is 
identified, whidi can be a WTP transport protocol 103, a 

65 WSP session protocol 102 or an application 101. 

FIG. 6 presents a command sequence for using a local 
resource, especially a smart card SC, by means of a WAP 
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application 101 (browser) particularly in connectionless data 
transmission. In the example, a request is made by means of 
a GET method to a SIM card 4 coupled to a mobile station 
MS. By means of a user interface (UI) 5, the user enters 
(stage 201) in a WAE application 101, whida is e.g. a 5 
browser, a determined URL address 6, in which the "sc:///'* 
part refers to the smart card SC, i.e. SIM card 4, coupled to 
the mobile station MS in question. The address entered by 
the user has, for example, the format "sc:///sim/ 
SomeApplication/SomeFile". At the next stage 202, the 10 
browser 101 calls the service primitives of connectionless 
data transmission in the WSP layer 102, in order to transmit 
a GET request to the smart card interface 4. Here, the WSP 
layer 102 uses (stage 203) a corresponding command primi- 
tive of the WDP layer 105, in order to transmit a WSP/B 15 
request to the smart card interface 4. A destination address 
used in the request refers to the mobile station MS itself, and 
a destination port number refers to a default port number 
allocated for the smart card interface 4. The request used in 
FIG. 6 (stage 203) is an service primitive T-DUnitdata, 20 
known as such, wfaidi is used to transmit data in a datagram, 
and by means of which it is possible to transmit parameters 
describing the destination address, the destination port, i.e. 
the address of the application 101 connected to the destina- 
tion address, the source address, the source port, and user 25 
data transmitted by the WDP protocol 105. In the request, all 
this information has to be given, but in an indication, the 
destination address, the destination port and the user data are 
advantageously suflBcient. The destination address can also 
be an individualizing MSISDN number, an IP address, an 30 
X0.25 address, or another identification, known as such. The 
parameters are transmitted in a way known as such in packet 
transmission, wherein the packet contains for example 
header information and data, which information is coded in 
the packet into bit sequences of fixed size, typically octets, 35 
which arc transmitted by means of the data transmission 
method used. 

With reference to FIG. 6, at tiie next stage, the WDP layer 
105 detects that the destination address belongs to a local 
mobile station MS, i.e. to the wireless communication 40 
device MS, to which the smart card SC is coupled as well, 
wherein the indication is transmitted (stage 204) to the 
appropriate port in the smart card interface 4. The smart card 
interface 4 processes the indication and processes the 
WSP/B request by making the necessary requests to the 45 
smart card SC (stage 205). After this, the smart card SC 
gives the content of the desired file to the smart card 
interface 4 (stage 206), after which the interface 4 encap- 
sulates the content in the WSP/B response and transmits 
(stage 207) it as a request to the WDP layer 105. At the next 50 
stage 208, it is detected in the WSP layer 102 that the 
destination address and the destination port of the request 
belong to the browser 101 of the local mobile station MS, 
and the indication is transmitted (stage 208) to the WSP 
layer. After this, the WSP layer 102 transmits (stage 209) a 55 
WSP/B response to the browser 101, and the browser 101 
presents the content of the file to the user (stage 210), 
advantageously by using the user interface 5. The aforemen- 
tioned WSP/B requests and responses can contain necessary 
header information, related, for example, to the content type 60 
of tbe message and to the authentication and authorization of 
the user. Furthermore, they can include data relating to tbe 
compression method used and data for parity checking. 

In the above -described example, the user activates the use 
of local resources by giving a URL address by means of the 65 
user interface of the mobile station, which user interface is 
implemented in a way known as such by utilizing the display 
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and keypad of the mobile station. In a preferred embodiment 
of the invention, the application itself can effect the 
activation, typically in order to retrieve information stored in 
the memory of the SIM card. Furthermore, it is obvious that 
according to the invention, also a server coupled to the 
communication system can request information from the 
smart card coupled to the mobile station. FIG. 8 illustrates 
the invention further in its third preferred embodiment, 
wherein a local resource, for example a smart card SC, 
receives requests also from clients 1 (i.e. from browsers 101) 
other than those located in the same mobile station MS with 
the smart card SC. In this case, the interface 4 of the smart 
card operates like a server located in a network. In these 
different cases, the method already presented in FIG. 6 will 
be applied, wdiich method can be implemented by anyone 
skilled in the art on the basis of the presented example. In 
this context, it has to be noted that the method also utilizes 
bearer services 106 according to FIG. 8 to transmit a request 
between mobile stations. The communication network avail- 
able is also utilized therein. 

The present invention is not restricted solely to the above 
described examples, but it can be modified within the scope 
of tbe appended claims. For example, the presented protocol 
stack can be implemented in a wireless communication 
device in which data transmission or the communication 
system is based on the previously mentioned IR, LPRF, 
SDRF data transmission, and in which the used bearer 
service is adapted for this data transmission. 

What is claimed is: 

1. A method in a commimication system, which system 
(N, PLMN, PSTN, PDN) is arranged for transmitting 
information, requests (REQUEST), between a first mobile 
station (MS, MSI, MS2), a second mobile station .(MS, 
MSI, MS2) and a server (3, SERVER) connected to the 
communication system (N, PLMN, PSTN, PDN), wherein at 
least the first mobile station (MS, MSI, MS2) and at least the 
second mobile station (MS, MSI, MS2) comprise protocol 
means (100-106) for generating the request (REQUEST) 
and directing it to the communication system (N, PLMN, 
PSTN, PDN), which request (REQUEST) contains at least 
address information (URI, URL, URN) for identifying the 
destination of the request (REQUEST), and wherein at least 
the first mobile station (MS, MSI, MS2) comprises a first 
local resource (SC, 4) coupled to the same, and in which 
method: 

the request (REQUEST) is transmitted by the first mobile 
station (MS, MSI, MS2), the second mobile station 
(MS, MSI, MS2), or the server (3, SERVER), 
characterized in that: 

the address information (URI, URL, URN) of the request 
(REQUEST) is generated to identify said first local 
resource (SC, 4), and 

that the request (REQUEST) for said first local resource 
(SC, 4) is generated and directed at least partly with 
said protocol means (10(^106). 

2. The method according to claim 1, characterized in that: 
the request (REQUEST) is generated in the second mobile 

station (MS, MSI, MS2), or in the server (3, SERVER), 
that the first local resource (SC, 4) coupled to the first 

mobile station (MS, MSI, MS2) is selected as the 

destination for the request (REQUEST), and 
that the request (REQUEST) is transmitted at least partiy 

by means of the commimication system (N, PLMN, 

PSTN, PDN). 

3. The method according to claim 1, characterized in that: 
the request (REQUEST) is generated in the first mobile 

station (MS, MSI, MS2), 
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that the fiist local resource (SC, 4) connected to the first 
mobile station (MS, MSI, MS2) is selected as the 
destination for the request (REQUEST), and 

that the request (REQUEST) is transmitted and directed 
by with the protocol means (100-106) of the first 
mobile station (MS, MSI, MS2). 

4. The method according to claim 1, characterized in that 
the request (REQUEST) is generated at least partly by a 
local resource (SC, 4) connected to the second mobile 
station (MS, MSI, MS2X or to the server (3, SERVER). 

5. The method according to claim 1, diaractcrized in that 
address information (URI, URL. URN) identifying the local 
resource (SC, 4) is entered into the application (101, 
BROWSER) by the user, to retrieve information from said 
local resource (SC, 4), which application (101, BROWSER) 
is provided in the mobile station (MS, MSI, MS2) advan- 
tageoxisly to present information for the user by means of a 
user interface (UI) of the mobUe station (MS, MSI, MS2), 
and which application (101, BROWSER) is connected to the 
protocol means (1 00-106) to transmit said address informa- 
tion (URI, URL, URN). 

6. The method according to claim 1, characterized in that 
the request (REQUEST^ is transmitted advantageously to 
receive an indication (INDICATION) from the local 
resource (SC, 4), which indication (INDICATION) is 
directed at least partly with the help of said protocol means 
(100-106) to the mobile station (MS, MSI, MS2) or server 
(3, SERVER) which made the request (REQUEST). 

7. The method according to claim 1, characterized in that 
a WAP application protocol is applied to establish the 
protocol means (100-106). 

8. The method according to claim 7, diaracterizcd in that 
a connection is established at least from a WSP layer (102), 
a WTP layer (103), a WTLS layer (104), or a WDP layer 
(105) to an interface (4. SC INTERFACE) of said local 
resource (SC, 4), which interface (4, SC INTERFACE) is 
connected to said local resource (SC, 4), and which WSP 
layer (105), WTP layer (103), WTLS layer (104), or WDP 
layer (105) forms at least a part of the protocol means 
(100-106) of the WAP application protocol. 

9. The method according to claim 1, diaracterized in that 
a URI address, a URL address, or a URN name is used as 
address information. 

10. The method according to claim 1, characterized in that 
a smart card, such as a SIM card, cocmected to the mobile 
station (MS, MSI, MS2) is used as a local resource (SC, 4). 

11. A communication system, which system (N, PLMN, 
PSTN, PDN) is arranged for transmitting information 
requests (REQUEST) between a first mobile station (MS, 
MSI, MS2), a second mobile station (MS, MSI, MS2) and 
a server (3, SERVER) connected to the communication 
system (N, PLMN, PSTN, PDN), wherein these comprise 
protocol means (100-106) for generating a request 
(REQUEST) and directing it to the communication system 
(N, PLMN, PSTN. PDN), which request (REQUEST) con- 
tains at least address information (URI, URL, URN) for 
identifying the destination of the request (REQUEST), and 
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wherein at least the first mobile station (MS, MSI, MS2) 
comprises a first local resource (SC, 4) connected thereto, 
characterized in that: 
said first local resource (SC, 4) is arranged to be identified 
5 by means of the address information (URI, URL, URN) 
of the request (REQUEST), 
that the request (REQUEST) addressed to said first local 
resource (SC, 4) is arranged to be generated and 
directed to said first local resource (SC, 4) at least 
10 partly with the help of said protocol means (100-106), 
and that the communication system (N, PLMN, PSTN, 
PDN) is arranged to transmit the request (REQUEST) 
addressed to said first local resource (SC, 4) by the 
second mobile station (MS, MSI, MS2) and/or the 
IS server (3, SERVER). 

12. A wireless communication device comprising protocol 
means (100-106) for generating a request (REQUEST) and 
directing it to a communication system (N, PLMN, PSTN, 
PDN), which request (REQUEST) contains at least address 

20 information (URI, tlRI, URN) to identify the destination of 
the request (REQUEST), and which wireless communica- 
tion device (MS, MSI, MS2) advantageously comprises a 
local resource (SC, 4) connected thereto, characterized in 
that: 

25 the local resource (SC, 4) is arranged to be identified by 
means of the address information (URI, URL, URN) of 
the request (REQUEST), and 
that said protocol means (100-106) are arranged for 
directing the request (REQUEST), addressed to said 

30 local resource (SC, 4), to said local resource (SC, 4). 

13. The wireless communication device according to 
claim 12, characterized in that said protocol means 
(100-106) arc arranged for directing and transmitting a 
request (REQUEST) received by said wireless communica- 

55 tion device (MS, MSI, MS2), a request (REQUEST) gen- 
erated in said wireless commimication device (MS, MSI, 
MS2), or a request (REQUEST) according to both these 
alternatives, to said local resource (SC, 4). 

14. The wireless commimication device according to 
^ claim 12, characterized in that said protocol means 

(100-106) are arranged also to direct and transmit an 
indication (INDICATION) received as a response to the 
request (REQUEST) from the local resource (SC, 4). 

15. The wireless communication device according to 
^5 claim 12, characterized in that said protocol means 

(100-106) are also arranged for directing and transmitting 
the request (REQUEST) generated by said local resource 
(SC, 4). 

16. The wireless communication device according to 
50 claim 12, characterized in that the local resource (SC, 4) is 

a smart card, such as a SIM card. 

17. The wireless communication device ' according to 
claim 12, characterized in that the address information (URI, 
URL, URN) comprises a URI address, a URL address, or a 

55 URN name. 

* ♦ .* * * 
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